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This privacy statement relates to Biometric’s methods and intentions regarding how we collect, use and how 

you may manage any personal information you provide to us when we, in general, collect personal 

information, during visits to biometric.vision. 

Data we may collect without your consent: 

 

● Usage activity about how you interact with us, including content you viewed and 

interacted with. 

● We may automatically gather information about your computer such as: 

○  Your IP address 

○  Browser type 

○  Referring/exit pages 

○  Operating system 

 

 

Personally identifiable information we will collect if you provide it to us: 

 

● Name 

● Email Address 

● Phone Number 

● Company Name 

● Information on a Photo ID 

● Face Images 

 

 

Information disclosure policy 

We will never share your information with third parties unless you explicitly allow us to do so, and only as 

described in this privacy statement. 

When we may disclose your information 

 

● When required by law, such as to comply with a subpoena or similar legal request. 



● When we believe in good faith that disclosure is necessary to protect our rights, protect 

your safety or the safety of others, investigate fraud or to respond to a government 

request. 

● To another third party with your explicit, prior consent. 
 

 

Site and app activity tracking 

We may use cookies, pixels, beacons, scripts and other similar technologies (collectively, “cookies”) to 

recognize your browser, operating system or device, learn more about interests and intentions, provide you 

with features and services, or for additional purposes, including: 

 

● Recognizing repeat visitors. 

● Keeping track of specified preferences such as language and country of origin. 

● Conducting research and diagnostics to improve our offerings. 

● Preventing fraudulent activity. 

● Improving security. 

● Delivering relevant content. 

● Reporting, measurement and analysis of our site’s performance. 

 

 

If you block or reject our cookies, you might not be able to receive certain content or take advantage of 

certain site functionality. 

Approved third parties may also set cookies when you interact with our offerings. Third parties include 

search engines, providers of measurement and analytics services, social media networks, and advertising 

companies. 

You can manage browser cookies through your browser or device settings. 

 

 

 

EU GDPR Compliance 
How we collect, use and store your data We 

gather the following things: 

 

● Your IP (Internet Protocol) address, which is a set of numbers that identifies the location 

of a piece of hardware connected to a network, including the internet. An IP address 

allows a device to communicate with other devices over an IP-based network like the 

internet. By itself, it cannot provide the identity of the user. It is 



important to us because it indicates where in the world our software is being used, which helps 

us better prepare the product for distribution and daily use. 

● Email address provided: In the event we have questions about how you intend to use our 

service or what issues you might have had with it, we will use your email address only to 

contact you directly with questions and to send you only our own product updates if you 

desire. 

 

The data may be used for the following purposes: 

 

● To determine which products or services are most relevant to you 

● To respond to service or product information requests 

● To better focus marketing efforts 

● To help conduct market research 

 

 

Your access and options to manage your data 

You have control over your information. You may do the following at your discretion: 

 

● Request your data be erased (“The right to be forgotten”) 

● Request a copy of what data is captured 

● Withdraw your consent at any time 

● Lodge a complaint with the authoritative body in your region At 

the same time, we provide the following information about us: 

● Our identity and contact information: 

○  Biometric Technology, LLC. 

605 GEDDES STREET 

WILMINGTON, New Castle, DE 19805 

info@biometric.vision 

● The following purposes of and legal basis for processing your data: 

○  We have given explicit consent to the processing of your personal data for 

the specific purpose of authenticating you as the correct user, and that you 

are present and alive when you enroll or log in. 

○  Processing your data is necessary to protect your vital interests. Our 

process makes it certain that no other person gains access to your 

confidential information. 
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○  Processing your data is a necessary part of the service the 

company we provide user authentication services for. 

● The location in which we process the data: 

○  The data we collect is processed in the United States. 

● Who the recipients of the data are: 

○  We do not send the data we collect and process to any other 

organization or individual. 

● The period for which the data is stored: 

○  We store your collected data for a time period that meets our business 

and development needs, and only for the purposes of a) our own ability 

to perform our service, and b) as reference for continued product 

integrity and improvement. 

 

 

 

 

U.S. D.O.C. Privacy Shield Policy 
Biometric Technology, LLC. (“Biometric”) complies with the EU‑U.S. Privacy Shield Framework set forth by 

the United States Department of Commerce with respect to the collection, use and retention of Personal 

Data transferred from the European Union and the United Kingdom as 

further described in the Scope section below. This Privacy Shield Policy outlines our 

commitment to the Privacy Shield Principles (“Principles”) and our practices for implementing the 

Principles. If there is any conflict between the terms in this Privacy Shield Policy and the Privacy Shield 

Principles, the Privacy Shield Principles shall govern. 

Scope 

 

Biometric complies with the Principles with respect to the Personal Data the company receives from its 

Customers or their Users in the European Union and the United Kingdom in connection with the use of (i) 

applications downloaded to a User’s mobile/web device (“Mobile/Web Applications”); and (ii) Biometric’s 

hosted software applications (the “Service”) and related 

support services (“Support Services”) that we provide to Customers. In this Privacy Shield Policy, the 

Service and Support Services are collectively referred to as the “Service.” 

Definitions 

For the purposes of this Privacy Policy: 

 

“Controller” means a person or organization which, alone or jointly with others, determines the purposes and 

means of the processing of Personal Data. 



“Customer” means any entity that purchases the Service. 

 

“Customer Data” means the electronic data uploaded into the Service by or for a Customer or its Users. 

“Device” means a mobile or web device. 

 

“Personal Data” means any information, including Sensitive Data, that is (i) about an identified or identifiable 

individual and (ii) received by Biometric in the U.S. from the European Union or the United Kingdom in 

connection with the Service. 

“Processor” means any natural or legal person, public authority, agency or other body that processes 

Personal Data on behalf of a Controller 

“Sensitive Data” means Personal Data specifying medical or health conditions, racial or ethnic origin, 

political opinions, religious or philosophical beliefs, trade union membership, sex life, the commission or 

alleged commission of any offense, any proceedings for any offense committed or alleged to have been 

committed by the individual or the disposal of such proceedings, or the sentence of any court in such 

proceedings. 

“User” means an individual authorized by Customer to access and use the Service. 

 

 

 

Types of Personal Data Collected 

 

Biometric hosts and processes Customer Data, including any Personal Data contained therein, at the direction 

of and pursuant to the instructions of Biometric’s Customers. Biometric also collects several types of 

information from our Customers, including: 

 

● Information and correspondence our Customers and Users submit to us in 

connection to our Service. 

● Information we receive from our business partners in connection with our 

Customers’ and Users’ use of the Service or in connection with services provided by our 

business partners on their behalf, including configuration of the Service. 

● Information related to Users’ use of the Mobile/Web Applications, including 

geographic location data and information regarding Users’ Devices and OS 

identification, login credentials, language and time zone. 

 

In addition, Biometric may collect general information about its Customers, including a Customer’s 

company name and address, credit card information, and the Customer 

representative’s contact information (“General Information”) for billing and contracting purposes. Purposes 

of Collection and Use 



Biometric may use Personal Data submitted by our Customers and Users as necessary to 

provide the Service and Mobile/Web Applications, including updating, enhancing, securing and 

maintaining the Service and Mobile/Web Applications and to carry out Biometric’s contractual obligations 

to its Customers. Biometric also obtains General Information in connection with 

providing the Service and maintaining Biometric’s relationships with its Customers. 

 

The Biometric iOS App uses Face Data in order to create a Digital ‘EZ ID’ that is emailed to the User upon 

successful usage of the App. Biometric does not share this Face Data with 3rd 

Parties. The Face Data is stored on private and secure AWS servers, and will be deleted upon request. 

Third-Party Disclosures 

 

We may disclose Personal Data that our Customers and Users provide to our Service and Mobile/Web 

Applications: 

 

● To business partners and service providers we use to support our Service 

● In the event Biometric sells or transfers all or a portion of its business or assets 

(including in the event of a merger, acquisition, joint venture, reorganization, 

dissolution or liquidation), in which case Personal Data held by us about our 

Customers will be among the assets transferred to the buyer or acquirer 

● If required to do so by law or legal process 

● In response to lawful requests from public authorities, including to meet national security, 

public interest or law enforcement requirements 

 

Access 

 

Individuals in the European Union and the United Kingdom generally have the right to access their Personal 

Data. As an agent processing Personal Data on behalf of its Customers, Biometric does not own or control 

the Personal Data that it processes on behalf of its Customers or their Users and does not have a direct 

relationship with the Users whose Personal Data may be processed in connection with providing the Service. 

Since each Customer is in control of what information, 

including any Personal Data, it collects from its Users, how that information is used and disclosed, and how 

that information can be changed, Users of the Service should contact the applicable Customer administrator 

with any inquiries about how to access or correct Personal 

Data contained in Customer Data. To the extent a User makes an access or correction request to Biometric, 

we will refer the request to the appropriate Biometric Customer and will support such Customer as needed 

in responding to any request. 

To access or correct any General Information Customer has provided, the Customer should contact their 

Biometric account representative directly or by using the contact information indicated below. 



Choice 

 

In accordance with the Principles, Biometric will offer Customers and Users choice to the extent it (i) 

discloses their Personal Data to third party Controllers, or (ii) uses their Personal Data for a purpose that is 

materially different from the purposes for which the Personal Data was originally collected or subsequently 

authorized by the Customer or User. To the extent required by the Principles, Biometric also will obtain 

opt‑in consent if it engages in certain uses or disclosures of Sensitive Data. Unless Biometric offers 

Customers and Users an appropriate choice, Biometric uses Personal Data only for purposes that are 

materially the same as those indicated in this Policy. 

Biometric may disclose Personal Data of Customers and Users without offering an opportunity to opt out, 

and may be required to disclose the Personal Data, (i) to third‑party Processors that Biometric has retained to 

perform services on its behalf and pursuant to its instructions, (ii) if it is required to do so by law or legal 

process, or (iii) in response to lawful requests from public authorities, including to meet national security, 

public interest or law enforcement requirements. Biometric also reserves the right to transfer Personal Data 

in the event of an audit or if the company sells or transfers all or a portion of its business or assets 

(including in the event of a 

merger, acquisition, joint venture, reorganization, dissolution or liquidation). Liability for 

Onward Transfers 

Biometric complies with the Privacy Shield’s Principle regarding accountability for onward 

transfers. Biometric remains liable under the Principles if its onward transfer recipients process Personal Data 

in a manner inconsistent with the Principles, unless Biometric proves that it was not responsible for the 

event causing the damage. 

Dispute Resolution 

 

If Biometric maintains your Personal Data in one of the Services within the scope of our Privacy Shield 

certification, you may direct any inquiries or complaints concerning our Privacy Shield 

compliance to info@biometric.vision or by regular mail as indicated below. Biometric shall respond within 

45 days. If your complaint cannot be resolved through Biometric’s internal processes, Biometric will 

cooperate with The International Centre for Dispute 

Resolution-American Arbitration Association (ICDR-AAA), which administers the arbitrations 

under Annex I. ICDR-AAA’s website is at http://go.adr.org/privacyshieldfund.html. The mediator may 

propose any appropriate remedy, such as deletion of the relevant Personal Data, publicity for findings of 

non‑compliance, payment of compensation for losses incurred as a result of non‑compliance, or cessation of 

processing of Personal Data of the Customer or User who 

brought the complaint. The mediator, or the Customer or User, also may refer the matter to the 

U.S. Federal Trade Commission, which has Privacy Shield investigatory and enforcement powers over 

Biometric. Under certain circumstances, Customers and Users may be able to invoke 

binding arbitration to address complaints about Biometric’s compliance with the Principles. 
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How to Contact Biometric 

 

To ask questions or comment about this Privacy Shield Policy and our privacy practices or if you need to 

update, change or remove your information, contact us at: info@biometric.vision or by regular mail 

addressed to: 

 

Biometric Technology, LLC. 

605 GEDDES STREET 

WILMINGTON, New Castle, DE 19805 

info@biometric.vision 

 

 

Security 

We will retain and use information as required to comply with our legal obligations, resolve disputes and 

enforce our agreements. If you have any specific security questions, or for additional information, please 

contact us at info@biometric.vision. 

Privacy statement updates 

Our privacy policy may be updated at any time to reflect changes in our practices or the laws governing 

them. Please review this page periodically for the latest updates. 
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Политика конфиденциальности и 

обработки персональных данных 

сервиса биометрической 

идентификации 
 

Дата вступления в силу: «01» октября 2025 г. 

Оператор («Исполнитель»): ТОО «Biometric (Биометрик)», БИН 180740022427, сайт: 

https://biometric.vision/, e-mail для обращений по ПДн: manager@biometric.vision. 
О чём эта Политика. Мы предоставляем ПО/SDK/API/виджет биометрической 

идентификации, которое встраивается в приложения/информационные системы сторонних 

организаций — «Владельцев». По общему правилу мы действуем как Оператор по поручению 

Владельца; по целям повышения качества сервиса, улучшения алгоритмов и тестирования также 
выступаем самостоятельным владельцем в пределах согласия субъекта. 

 

1. Роли и определения 
 Владелец – организация, в чьей ИС пользователь проходит 

идентификацию и которая определяет цели/состав обработки. 

 Оператор – ТОО «Biometric (Биометрик)», обрабатывающее данные по 

инструкциям Владельца и (в указанных целях) от своего имени. 
 Субоператоры – привлечённые по договору лица 

(ЦОД/облако/провайдеры хостинга, поставщики ИИ-компонент, интеграционные 

шлюзы). 

2. Принципы обработки 

Законность и прозрачность, минимизация и соразмерность, ограничение целями, 

точность и актуальность, ограничение сроками хранения, целостность и конфиденциальность, 
подотчётность. 

3. Какие данные мы обрабатываем 

Обрабатываем ровно в объёме, необходимом и достаточном для целей из раздела 5: 

1. Идентификационные: ФИО, ИИН, дата/место рождения, пол, 
гражданство, адрес/контакты, фото из документов. 

2. Документальные (цифровые документы/реквизиты): вид, 

серия/номер, дата выдачи/срок действия, орган выдачи, MRZ/штрих-коды, электронные 
образы/метаданные, сведения о валидности/блокировке. 

3. Биометрические (лицо): фото и видеопотоки (в т.ч. неуспешные 

попытки), биометрические шаблоны/векторные представления, результаты определения 
живости (liveness) и сличения лицевых биометрических данных (верификация 1:1) (face-

match), скор-метрики, показатели качества/освещённости. 

4. Технические/телеметрия: модель устройства/ОS/версия приложения, 

IP/регион/язык, идентификаторы устройств/браузера/сессий, device-fingerprint, логи 
событий/ошибок, антибот-сигналы. 

5. Производные антифрод-сведения: результаты проверок, риск-

профили/теги, причины отказов/эскалаций, статусы, агрегированные показатели. 

6. Иные сведения (только если прямо предусмотрено законом и/или 

необходимо для доступа к услуге Владельца): 
- о судимости/привлечении (факт/статус, включая погашение); 

- о факте диспансерного учёта (нарко-/псих-/туб. — лишь факт/статус, без 
диагноза, если иное не требуется законом); 

- об ограничениях/запретах (напр., запрет участия в азартных играх/пари, 

ограничения по судебным актам, наличие в Едином реестре должников); 
- о специальных статусах (банкротство, недееспособность, опека/попечительство 

- при необходимости для идентификации/заключения договора). 

4. Источники данных 
Пользователь (через интерфейс ИС Владельца/модули Сервиса); государственные ИС (в 
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части цифровых документов/статусов — по запросу Владельца в пределах согласия 

пользователя); технические системы Владельца/Оператора (журналирование, антибот-защита). 

5. Цели и правовые основания 

Цели: 
 дистанционная идентификация личности; 

 проверка подлинности/актуальности цифровых документов через 
подключаемые государственные информационные системы; 

 определение живости (liveness) и сличение лицевых биометрических 

данных (верификация 1:1) (face-match); 
 предотвращение мошенничества и управление рисками (антифрод-

аналитика, скоринг, настройка порогов); 

 улучшение качества сервиса, работы по улучшению алгоритмов (в т.ч. 
дообучение/калибровка/валидация метрик); 

 обеспечение безопасности и бесперебойности работы (журналирование, 

мониторинг, резервирование, техподдержка); 

 исполнение требований закона и законных запросов госорганов. 
Правовые основания: согласие субъекта; исполнение договора/правил обслуживания 

между субъектом и Владельцем; исполнение требований законодательства РК. 

Фиксация согласия: сведения о субъекте (ФИО/ИИН) вносятся в запись согласия 
автоматически из учётной записи/профиля и могут не отображаться в UI. 

6. Операции с данными 

Сбор, запись, систематизация, хранение, уточнение, обновление, сопоставление, расчёт 

метрик, обезличивание, псевдонимизация, анализ, моделирование, использование, передача 
Владельцу и субоператорам, блокирование, удаление/уничтожение, ведение журналов и 

доказательной базы согласий/событий. 

7. Передача третьим лицам и субоператоры 
Данные могут передаваться Владельцу и субоператорам Владельца/Оператора 

(ЦОД/облако/провайдеры хостинга, поставщики ИИ-компонент, интеграционные шлюзы) 

строго по договорам, предусматривающим эквивалентные меры защиты, ограничение целей и 
контроль доступа. 

Распространение в общедоступных источниках нами не осуществляется. 

8. Локализация и трансграничная передача 

 Локализация по умолчанию: электронные базы, содержащие 
персональные данные, размещаются на территории Республики Казахстан. 

 Трансграничная передача: в отдельных случаях может 

осуществляться (например, при использовании облачных сервисов/инфраструктуры 
хостинга/CDN за пределами РК, аварийном резервировании/катастрофоустойчивости, 

поддержке специализированных подрядчиков). Такая передача выполняется только при 

наличии предусмотренных законом гарантий, включая: 
(i) информирование субъекта и отражение условия о трансграничной передаче в 

согласии/уведомлении; 

(ii) договорные обязательства получателя об обеспечении надлежащей защиты; 

(iii) соблюдение требований законодательства РК к трансграничной передаче (в 
т.ч. оценка достаточности защиты в стране-получателе, если применимо). 

О факте и странах конкретной передачи сообщаем дополнительно (в 

согласии/уведомлении/на сайте). 

9. Сроки хранения и удаление 

 Сырые фото/видео (операционный кеш) — по возможности 

краткосрочно, затем производится удаление или обезличивание. 

 Биометрические шаблоны/метрики, операционные результаты — до 
завершения идентификации/оказания услуги и сроков, установленных 

Владельцем/законом; затем производится удаление или обезличивание. 

 Данные для повышения качества сервиса/улучшения 
алгоритмов/тестирования — до 24 месяцев с последующим необратимым 

обезличиванием или удалением. 

 Журналы согласий/безопасности/инцидентов — в пределах сроков 
исковой давности и/или иных контрольных сроков, установленных законом или 

договором. 



 Архивное хранение, когда это требуется законом (в т.ч. по Закону «Об 

электронном документе и ЭЦП»/Приказ Министра культуры и спорта Республики 
Казахстан от 25 августа 2023 года № 236) — на нормативно установленные сроки. 

10. Безопасность 

Шифрование «в покое» и «в передаче», RBAC/MFA и принцип наименьших привилегий, 

сегментация сред, мониторинг/журналирование, управление уязвимостями и обновлениями, 
резервирование и восстановление, тесты/аудиты, обучение персонала, реагирование на 

инциденты и уведомление Владельца (и, при необходимости, государственных органов). 

11. Права субъекта данных 
Права включают: подтверждение факта/целей обработки; сведения о составе/источниках; 

доступ/копию; исправление/дополнение; блокирование/удаление; отзыв согласия; разъяснение 

автоматизированных решений/оспаривание; обращение в уполномоченный орган. Отзыв может 
повлечь невозможность продолжить идентификацию/оказание услуг у Владельца и не влияет на 

законность предшествующей обработки. 

12. Каналы обращений 

К Оператору: manager@biometric.vision. 
К Владельцу: через интерфейс его ИС или контакты, указанные в документах Владельца. 

Ответ предоставляется в разумные сроки, установленные законодательством. 

13. Несовершеннолетние 
Сервис предназначен для совершеннолетних; обработка данных несовершеннолетних 

возможна при наличии согласия законного представителя и/или в случаях, предусмотренных 

законом. Субъекты от 16 лет могут самостоятельно давать согласие в случаях, прямо 

допускаемых законом. 
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